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Section 1 - General Approach -

The Internet is a powerful educational resource that can significantly enhance
teaching and learning, when used appropriately. The Board of Management of
Castleknock Community College is committed to providing access to Internet
facilities in the College, for precisely that purpose. However, there are many
potential dangers associated with the use of the Internet and it is the
responsibility of the Board of Management to protect all users of the College’s
Internet facilities, in particular students at the College, from these dangers. It is
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also the responsibility of the Board of Management to comply with Irish
Legislation in this area:

e Data Protection (Amendment) Act 2003

e Child Trafficking and Pornography Act 1998
e Interception Act 1993

e Video Recordings Act 1989

e The Data Protection Act 1988.

This policy governing access to and use of the Internet by students & staff of the
College outlines practices and procedures and is also intended to provide
maximum protection for users from potential dangers associated with the use
of the Internet.

The aim of this Acceptable Use Policy (AUP) is to ensure that staff & students will
benefit from learning opportunities offered by the College’s Internet resources
in a safe and effective manner. Internet use and access is considered a College
resource and privilege. Therefore, if the College AUP is not adhered to, this
privilege will be withdrawn and appropriate sanctions — as outlined in the AUP
— will be imposed. This policy is reviewed on annual basis by the Digital
Leadership Team in conjunction with the Management Team and Child
Protection Guidelines.

Section 2 Link to Child Protection and Safeguarding

This Acceptable Use Policy operates in conjunction with the College's Child
Safeguarding Statement and broader child protection framework. The College
recognises that the digital environment presents specific risks to the safety and
wellbeing of young people and that the responsible management of internet
access, personal devices, and online conduct is an integral part of its duty of
care to all students.

Any concern arising from the use of digital technology, including the sharing of
explicit images, cyberbullying, inappropriate online communication, or contact
with unknown individuals, will be treated as a child protection matter where
appropriate, and will be referred to the Designated Liaison Person (DLP) in
accordance with the College's Child Safeguarding procedures. Staff are
reminded of their mandatory reporting obligations under Irish law in this
regard.

3



Acceptable Use Policy 2026-27

The College is committed to ensuring that all members of the school community,
students, staff, and parents, are aware of the potential risks associated with
online activity and are equipped to respond appropriately. Internet safety
education is embedded across the curriculum and supported through the
College's Wellbeing Programme, Induction Programme, and participation in
Safer Internet Day.

Where the use of digital technology gives rise to concerns of a serious nature,
the College reserves the right to involve An Garda Siochana, Tusla, or other
relevant statutory bodies, in accordance with its legal obligations and child
protection guidelines.

Section 3 - Content Filtering, Web Browsing & Downloading -

Castleknock Community College provides access to a wide range of websites for
educational purposes, including streaming platforms and educational content.
Access to social networking sites (such as Facebook, Instagram, and TikTok) and
personal websites is restricted on the school network. Access to Al tools and
platforms is permitted only under teacher supervision and in accordance with
the College's Al Acceptable Use Policy.

Pupils are expected to observe the following:

= Pupils shall not intentionally access internet sites containing obscene,
illegal, hateful, extremist, or otherwise objectionable material, including
content generated by or associated with artificial intelligence that violates
these standards.

= Pupils who accidentally access inappropriate material during class must
report this immediately to their classroom teacher.

» Pupils who accidentally access inappropriate material elsewhere on
school grounds are encouraged to report this to their Tutor, Year Head, or
Assistant Year Head.

» Pupils and staff should be aware that all network activity — including
browsing, file transfers, messaging, and use of online platforms — may be
monitored for security, safeguarding, and network management
purposes.

= The College's internet connection must be used for educational and career
development purposes only. Personal streaming, gaming, or social media
activity is not permitted during school hours.
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» Pupils shall not engage in activities that place excessive demand on the
school network, including uploading or downloading large files or
software without prior authorisation from a teacher.

» Pupils shall not access, download, or distribute material that is illegal,
obscene, defamatory, or intended to harass, bully, or intimidate any
individual, whether in school or online.

= Access to file-sharing and torrent sites is prohibited unless explicitly
authorised by a teacher for a specific educational purpose.

= Pupils shall not attempt to bypass the school's network filtering or
security systems, including through the use of VPNs or proxy services.

Section 4 - Email & Messaging -

The College will encourage all students to use their assigned email account
through Windows 365 platform. The use of personal email accounts is
acceptable in agreed circumstances. (e.g. Applying to College/UCAS, Career &
character references). The use of Microsoft Teams platform may also be used to
promote learning and teaching at the College.

Pupils should not under any circumstances share their email account login
details with other pupils. Pupils will not send any material that is illegal,
obscene, and defamatory or that is intended to annoy or intimidate another
person.

Pupils should avoid opening emails that appear suspicious. If in doubt, pupils
should ask their teacher before opening emails from unknown senders.

Section 5 - Social Media-

The principles set out in this policy are designed to help ensure that social
media is used responsibly so that the confidentiality of pupils and other staff
and the reputation of the College is protected.

This policy applies to all forms of digital and social media platforms, including
but not limited to: Social networking sites, Blogs and microblogs, Messaging and
chat platforms, Content sharing and streaming platforms, Online forums and
community platforms, Open-access reference sites, Al-powered tools and
platforms and Podcasting and audio platforms.
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The following statements apply to the use of messaging, blogging and video
streaming services by students and staff at Castleknock Community College:

Staff and pupils must not use social media and the internet in any way to
harass, insult, abuse or defame pupils, their family members, staff, other
members of the Castleknock Community College community.

Staff and pupils must not discuss personal information about pupils, staff,
and other members of the Castleknock Community College community on
social media.

Staff and pupils must not use College email addresses for setting up
personal social media accounts or to communicate through such media.
Staff and pupils must not engage in activities involving social media
which might bring Castleknock Community College into disrepute.

Staff and pupils must not represent their personal views as the views of
Castleknock Community College on any social medium.

Section 6 - Personal Devices & Mobile Phones -

Students using their own technology in school should follow the rules set out in this

policy, in the same way as if they were using school equipment. This section should be

read in conjunction with the College’s Mobile Phone Policy.

Pupils are only allowed to bring personal internet-enabled devices into
Castleknock Community College with expressed permission from staff.
Pupils are only allowed to use personal internet-enabled devices during
lessons with expressed permission from teaching staff.

Students may carry their mobile phone on their person, but it must be turned
off, not on silent.

The one exception to this rule is during exams, when the Exam Rules will
supersede this policy. Mobile phones, Smart Watches, or any other
Electronic Device that may assist the candidate should never be brought
into an exam, and exam papers may be cancelled if it emerges that a
student has done so.

Phones and devices should not be used in any way between or before
classes.

If a student needs to contact home urgently, they will be allowed to use
the phone in the Main Office. If parents need to contact children urgently,
they should phone the Main Office.
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If a student breaches these rules the phone (and SIM card) will be
confiscated immediately and given to the Year Head, who will forward it
to a member of the Management Team in keeping with the College’s
Student Behaviour Policy.

In the event of a dispute about whether these rules have been breached,
the phone shall be handed over immediately to the teacher who will give
it to the Year Head so the matter can be investigated.

At all times, the privacy of a student shall be respected. Where the data on
a phone is accessed, it shall only be to determine whether there has been
misuse of the phone, not to monitor the private activities of the owner.

If a phone disturbs a class or if a student is seen using a phone outside the
permitted time:

The phone will be confiscated for two school days.

A second offence will lead to the phone being confiscated for five days
and will necessitate a parent/guardian coming in to collect it after the five
days have lapsed.

If a phone has been used to take photographs/audio or video footage:

The phone will be confiscated until the matter can be resolved.

If the material has been taken without the consent of the subject(s)
therein, the student responsible may be suspended’

If the material has been taken without the consent of the subject(s)
therein and subsequently posted on the internet, shown to others, or
distributed in any manner, the student responsible may be suspended
and may be recommended for permanent exclusion from the College.
Depending on the nature of the content viewed, Castleknock Community
College reserves the right to contact relevant outside bodies (Gardai, legal
advice, HSE, etc) to determine the appropriate course of action.

Please see Section 7 for further information.

Exempt occasions
There are certain events in the life of the College where it is normal and

reasonable for photographs to be taken and where the explicit consent of the

subject therein would usually not be required. These include concerts, sports

events, TY activities, trips, etc. Students should use discretion as to what is

1 This policy will apply in conjunction with the Castleknock Community College’s Bi Cinedlta
Policy which may be used to determine whether further intervention or sanction is required.
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appropriate and must continue to be extremely cautious about posting anything
online or showing it to others without achieving the direct consent of those
involved. If they are in any doubt at all about what is appropriate, the guidance
of a member of staff should be sought in advance. If, in the opinion of the
College, their actions are deemed to have been inappropriate the sanctions as
outlined above shall apply.

Section 7 — One to One Devices-

The Lenovo 300W Flip & Touch will be used as a device for schoolwork by all
students. These guidelines will be reviewed on an annual basis.

Use of a device for school requires students to be aware the following
important points:

e Students are required to arrive to school each day to a fully charged
device.

e Students should be fully aware of the College Acceptable Use Policy.

e Students should only use their device in class as directed by the teacher.

e Students should be aware that the College will have full access to their
devices and may view content on their devices.

e Devices may be confiscated if recent apps or search history unrelated to
schoolwork is found on their school device.

e Students may only use apps or websites that have been pre-approved. All
such apps and websites will be related to class work only.

e Students should not share their passwords. It is recommended that they
save their Wriggle Password on One Drive.

e Students who have a device for school are not permitted to use their
phones for any reason at school.

e Students should always store their device in their locker outside of class
time, for example if they are leaving school to go on a school trip. Specific
permission will be given by teachers if students are allowed to use their
devices on school trips.

e Use of the camera & recording is only permitted with teacher’s
permission

e Students should set notifications on their devices to silent.

e Students are required to save their work on One Drive

e Any damage or theft should be reported immediately.

e Sanctions in accordance with the College Code of Behaviour will apply to any
student who does not full co-operate with these guidelines or the College
Acceptable Use Policy.
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We ask parents and guardians to support students with their use of one-to-
one devices for school.

e Parents should remind students to charge their device each evening.

e Parents should inspect the devices regularly to ensure that they are in
good working order.

e Parents should contact Wriggle through the App if there is any issue with
the devices.

e Parents should inspect devices to ensure there is no inappropriate
material downloaded or inappropriate communications or messages.

e Parents should ensure that books have been downloaded.

e Parents will be responsible for collecting devices if they have been
confiscated for any reason.

With regard to student use of one-to-one devices, the College is committed to
supporting responsible and informed digital practice. To this end, the College
will endeavour to provide all students with a structured induction programme
upon receiving their device, as well as ongoing digital media education to
develop the knowledge and skills required to engage safely and effectively in an
online environment.

Section 8 - Images & Video -

The development of digital imaging technologies has created significant benefits
to learning, allowing staff and pupils instant use of images that they have
recorded themselves or downloaded from the internet. However, staff,
parents/guardians and pupils need to be aware of the risks associated with
publishing digital images on the internet. Such images may provide
opportunities for harassment or breaches of privacy to take place. Digital
images may remain available on the internet forever and may cause harm to
individuals in the short or longer term.

Care should be taken when taking photographic or video images that pupils are
appropriately dressed and are not participating in activities that might bring the
individuals or the College into disrepute.

At Castleknock Community College pupils must not take, use, share, publish or
distribute images of others without their permission.
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Taking photos or videos on the grounds of Castleknock Community College or
when participating in school activities is allowed once care is taken that no
harm is done to staff or pupils of Castleknock Community College. Taking photos
or videos the grounds of Castleknock Community College or when participating
in school activities is only allowed with expressed permission from staff.

Pupils must not share images, videos, or other content online with the intention
to harm another member of the College community, regardless of whether this
happens in school or outside.

The sharing of explicit images is prohibited and constitutes a serious breach of
College policy. This applies in particular to explicit images of pupils and/or
minors, regardless of the platform or means by which such images are shared.
This behaviour will be treated with the utmost seriousness and will result in
significant sanctions for those involved, up to and including suspension or
permanent exclusion from the College. For further information on sanctions
relating to the misuse of mobile phones and digital devices, please refer to the
College's Mobile Phone Policy.

With regard to the lawful and respectful use of student images, all parents and
guardians are requested to sign the College's Digital Image & Internet Usage
Parental Consent Form (Appendix 3). This document sets out the conditions
under which photographs of students may be taken and published by the
College, and permission will not be assumed in the absence of a signed
agreement.

Section 9 - Cyber bullying-

This type of bullying is increasingly common and is continuously evolving. It is
bullying carried out through the use of online technologies. Being the target of
inappropriate or hurtful messages is the most common form of online bullying.
As cyber-bullying uses technology to perpetrate bullying behaviour and does
not require face to face contact, cyber-bullying can occur at any time (day or
night). Many forms of bullying can be facilitated through cyber-bullying. For
example, a target may be sent homophobic text messages or pictures may be
posted with negative comments about a person’s sexuality, appearance etc.
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The widespread availability of digital technology means that cyberbullying can
occur at any time of day or night, extending beyond the school environment
and into the home. Pupils increasingly communicate through platforms and
channels that may be unfamiliar to or unseen by adults, and which often
operate without supervision. The nature of these technologies means that digital
content, including harmful or offensive material, can be shared instantly with a
wide audience and is, in most cases, extremely difficult to remove or
permanently delete. While cyberbullying frequently originates outside of school
hours, its impact is invariably felt within the school community and cannot
therefore be treated as a matter beyond the College's concern.

In accordance with the College’s Bi Cinealta Policy, Castleknock Community
College considers that a once-off offensive or hurtful public message, image or
statement on a social network site or other public forum where that message,
image or statement can be viewed and/or repeated by other people will be
regarded as bullying behaviour.

» When using the internet, pupils, parents and staff are expected to treat
others with respect at all times.

* Any online activity undertaken with the intention of harming, harassing,
humiliating, or embarrassing another pupil or member of staff is
prohibited and constitutes a serious breach of College policy. Such
behaviour will not be tolerated under any circumstances and will result
in significant sanctions for those involved, in accordance with the
College's disciplinary procedures.

» Castleknock Community College take measures to ensure that staff and
pupils are aware that bullying is defined as unwanted negative
behaviour, verbal, psychological or physical, conducted by an individual
or group against another person (or persons) and which is repeated over
time. This definition includes cyber-bullying even when it happens
outside the school or at night.

» Isolated or once-off incidents of intentional negative behaviour, including
a once-off offensive or hurtful text message or other private messaging,
do not fall within the definition of bullying and will be dealt with, as
appropriate, in accordance with the College’s Code of Behaviour.

» In the event of a critical incident please refer to the extract from the
“Critical Incident Policy” as outlined in the appendix of this policy.
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Section 10 - College Website & MS Teams -

» Pupils may be given the opportunity to publish projects, artwork, or
schoolwork through the College's designated online platforms, including
the College website and MS Teams. All such publications are subject to
prior approval and must comply with the College's established guidelines
regarding appropriate content. Nothing shall be uploaded or published on
behalf of a pupil without the necessary permissions being in place.

» The website will be regularly checked to ensure that there is no content
that compromises the safety, privacy, or reputation of students or staff.

» Webpages allowing comments or user-generated content will be pre-
moderated and checked frequently to ensure that they do not contain any
inappropriate or offensive content.

» A teacher will coordinate the publication of student work.

» Castleknock Community College will use only digital photographs, audio,
or video clips, focusing on group activities. Content focusing on individual
students will only be published on the College website with parental
permission.

» Personal student information including home address and contact details
will not be published on Castleknock Community College web pages.

» The Castleknock Community College will avoid publishing the first name
and last name of pupils in video or photograph captions published online.

Section 11 - Sanctions -

Misuse of the internet may result in disciplinary action, including written
warnings, withdrawal of access privileges, detention and, in extreme cases,
suspension or expulsion. The College also reserves the right to report any illegal
activities to the appropriate authorities.

Castleknock Community College will deal with incidents that take place outside
the College that impact on the wellbeing of pupils or staff under this policy and
associated codes of behaviour and the College’s Bi Cinealta Policy. In such cases
Castleknock Community College will, where known, inform parents/carers of
incidents of inappropriate online behaviour that take place out of the College
and impose the appropriate sanctions.

Pupils taking steps to by-pass the content filter by using proxy sites or other
means will be subject to disciplinary action, including written warnings,

12



Acceptable Use Policy 2026-27

withdrawal of access privileges, detention and, in extreme cases, suspension or
expulsion.

Pupils should immediately save and then report the receipt of any
communication that makes them feel uncomfortable 1is offensive,
discriminatory, threatening or bullying in nature and must not respond to any
such communication. Castleknock Community College implements the following
strategies on promoting safer use of the internet:

» Pupils will be provided with education in the area of internet safety as
part of our implementation of the SPHE and CSPE curriculum. This
provision will be presented through the Wellbeing Programme (Digital
Media Literacy).

» Internet safety advice and support opportunities are provided to pupils in
Castleknock Community College through our Induction Programme, SPHE
Programme, Wellbeing & Internet Safety Week.

» Teachers will be provided with continuing professional
development opportunities in the area of internet safety.

» (Castleknock Community College participates in Safer Internet Day
activities to promote safer more effective use of the internet.

» Sanctions specific to Personal Devices & Mobile Phones are outlined in
Section 5 of this policy.

» This policy recognises and respects the importance of the College’s Child
Safeguarding Statement in relation to all IT usage & safety.

Section 12 - Permission Form-

All students enrolling at Castleknock Community College are required to read
and agree to the terms of this Acceptable Use Policy. As a condition of
enrolment, students must sign the AUP Form, which must also be countersigned
by a parent or guardian. A copy of this form is included in the Appendix.

Section 13. Link to Child Protection and Safeguarding

This Acceptable Use Policy operates in conjunction with the College's Child
Safeguarding Statement and broader child protection framework. The College
recognises that the digital environment presents specific risks to the safety and
wellbeing of young people, and that the responsible management of internet
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access, personal devices, and online conduct is an integral part of its duty of
care to all students.

Any concern arising from the use of digital technology — including the sharing
of explicit images, cyberbullying, inappropriate online communication, or
contact with unknown individuals — will be treated as a child protection matter
where appropriate and will be referred to the Designated Liaison Person (DLP)
in accordance with the College's Child Safeguarding procedures. Staff are
reminded of their mandatory reporting obligations under Irish law in this
regard.

The College is committed to ensuring that all members of the school community
are aware of the potential risks associated with online activity and are equipped
to respond appropriately. Internet safety education is embedded across the
curriculum and supported through the College's Wellbeing Programme,
Induction Programme, and participation in Safer Internet Day.

Where the use of digital technology gives rise to concerns of a serious nature,
the College reserves the right to involve An Garda Siochana, the HSE, or other
relevant statutory bodies, in accordance with its legal obligations and child
protection guidelines.

Appendix 1 - Guidance on Social Media Use & Critical Incidents

Social media is now part of everyday communication and information sharing.
Most students are avid and competent users. Social media messages speed up
the rate at which information is shared. This can have a significant influence on
the behaviour of young people during a critical incident. Some social media
communication may occur without the knowledge of school staff that leads to
distress among students or their parents/guardians.

The following information may assist to consider issues related to social media
use when dealing with a critical incident.

e It is essential that the College takes account of the need to have
competency in the use of social media among management and staff. If
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not, the members of the Critical Incident Team should consult those
familiar with its use. Senior students from the Student Council could be
part of this process. Normalising social media use by the student body
during a critical incident is very important.

Social media literacy should be addressed in the curriculum. It is essential
that College management, staff and students understand the role of social
media, and its positive and negative aspects. A positive disposition to
social media by the College may encourage thoughtful use by students
during a critical incident.

Agreement on appropriate use of social media during a critical incident
should be included in the College’s Acceptable Usage Policy (AUP). All staff
should follow agreed online professional protocols as prescribed by the
New Code of Conduct by Teachers i.e.,, “Teachers should ensure that
any communication with pupils/students, colleagues,
parents/guardians, school management and others is appropriate,
including communications via electronic media, such as email,
texting and social media etc.” (The Teaching Council, 2012). The
Critical Incident Management Team may also remind staff, students, and
other relevant community members about their AUP during times of
crises.

When dealing with a critical incident it is advised that the College acts
quickly and with caution. A message could be placed on the website and
on any other school social media account along the following lines:

“You may be aware of a recent event within the College community. We ask

you to respect the family’s privacy and sensitivities at this time by
considering if you should post any comments, especially on social media.
We will inform you through the normal channels of any relevant
developments.”
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e The College could use social media to provide up to date information for
all concerned throughout the various stages of the incident. Positive
messages and appropriate advice for young people and their
parents/guardians to discuss social media use with their children and
monitor use more actively following a crisis.

e Itis important that the Critical Incident Management Team members are
familiar with safe messaging guidelines that should be followed when
sending messages to staff. Should the need arise during a crisis; the
College management can contact the Dublin & Dun Laoghaire ETB for
advice and support.

e Young people often post Rest-in-Peace (RIP) messages on social media
when tragedies occur. These posts can be heartfelt and emotional
particularly in cases of death by suicide. Messages such as “I miss you and
will see you soon” or “I will follow in your path” should cause concern and
be followed up with the individual concerned. The death by suicide of an
individual may influence others. Young people are especially prone to
contagion. Those who are emotionally vulnerable may act on suicidal
impulses.

e Activity on social networking sites during a critical incident can be a
source of potentially important information, such as suicide pacts,
identification of vulnerable groups or individual young people who may
be at risk of suicide. Given privacy restrictions to people’s personal pages,
distressing information may be posted without the knowledge of
parents/guardians or College management. It is likely that users will block
access so activity of this nature will not be accessible to everybody.

All references in the Appendices to managing critical incidents may be found in
this Critical Incident Management Policy which is available on the College’s
website.
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Appendix 2 - Digital Images & Internet Usage - Parental Consent
Form -

Digital Images & Internet Usage

Parental Consent Form
Digital Image

Digital photos and video are exciting new media which can motivate and inspire pupils.
Research has shown that using digital images in education can help encourage
creativity, motivation and enthuse pupils and improve communication and team-
working skills.

We ask that parent(s) / guardian(s) consent to their son / daughter taking part in the
production of digital videos and promotional material. The following guidelines will
apply with regard to taking publicity photographs of students in the College,

1. Staff will be aware of Child Protection issues when taking photographs of
students and where these photographs are used.
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2. Parent(s) / Guardian(s) are happy to trust the judgement of teachers in
publications such as newsletters, prospectus etc without asking for specific
permission each time.

Pupils may be identified in these publications to celebrate their achievements.

4. The risks of using digital images in education are minimal but the College has a
duty of care towards our students. Therefore, pupils in photographs published
on our website, www.castleknockcc.ie will not be named or identified in any
way other than by group e.g., Winning Football Team etc.

5. This consent form will apply for the duration of your daughter/son’s time at
Castleknock Community College.

All digital work in the college is underpinned by our Internet Safety Policies.

w

Please indicate your consent by signing below

Student’s Name:

Parent(s) / Guardian(s):

Date:

Appendix 3 - Internet Permission Form -

Internet Permission Form

Name of Pupil:

Class/Year:

I agree to follow the College’s Acceptable Use Policy on the use of the Internet.
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I will use the Internet in a responsible way and obey all the rules explained to me by
the school.

Pupil’s Signature:

As the parent or legal guardian of the above pupil, I have read the Acceptable Use
Policy and grant permission for my child or the child in my care to access the Internet
and to avail of the Windows 365 Platform including the use of Microsoft Teams. I
understand that Internet access is intended for educational purposes. I also understand
that that every reasonable precaution has been taken by the school to provide for
online safety, but the school cannot be held responsible if pupils access unsuitable
websites.

I accept the above paragraph: Yes/No
(Please circle as appropriate)

In relation to the school website, I accept that, if the school considers it appropriate,
my child’s schoolwork may be chosen for inclusion on the school’s website. I
understand and accept the terms of the Acceptable Use Policy relating to publishing
children’s work on the school website.

I accept the above paragraph: Yes/No
(Please circle as appropriate)

Signature: (Parent/Guardian)

Date:
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